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*To develop a proactive pragnam foritheeprevention and detectiomof of
innjprojper;, unethicad, oo illégalactiansns

*To increase your awareness of Laboratory Ethics and related issues

*To ensure that you know thesruléss

The empeyae’| peryp@lerspotatipreandstioe neadtationefpthetBiadal o n
depend on ethicall actions: . The=déeisionss made: by |abaratonyy

employees affect thecenviionment inwhich theyweorkylasavellcasdhehe

lives of others: Actingeethicalyi can enrichc employeeworkrliféifas agellell

as their hame: lifé: Penalties canrbecsulstantiabfoiothenmdividuabanednd

the enganizatiom.

*The Purpose of Data
Ethics and Integrity
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*TNI Standard

Applicable 2003 [2009] NELACStandards
5.4.2.6[VAM2, 4.2.8.1]

0 hchleordt@bsioar @dinoam ynd sstuiaibhl m@adontt radceniuraa.n (
There are faur requiredelements withini the datatintegrity system:

1. Data integrity/traming
2. Signed data integrityydocumentation fonalhemployees
3. In-depth,, penodiccmonitoring obdatat integrity; and

4, Daaatiraconitnptoeegunea dbcymeptatiorc.e dur e d
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*TNI Standard

Applicable 2003 [2009] NELAC Standards
5.5.2.7 [M1IM2, 5.2.7]

olDta tntaority nraireng thalltbeyprotvidea asn iomngl s h a
part of new employee-orientationandmustalsodbdé

provided on an annual basis for all.current iemployees:

Topics covered shall be documented im wnitingsand
provaoladitcdaé dainteo...’al |t rai nees. . . O
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*Program Overview

*Define Ethics and Integrityy
*mportance off etticah bebavionr

*Define labaratony ffandiamcinmpropeetabb
practices

*|dentiffywitat tconstitiites unethicalal
behavior

* Conseguencesofunethical behavior

*|dehefn thd einyloyteh esspensitplitiay e e s
*|dehefn tha emyploydrdl eesp@givgitico y e r s
*Examples of improper practices:
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* Definitions

Ethics Integrityy
* A system of moral principals * The ebotaly’'o r at or y 6s
governing the appropriate: responsibilityy toomestt
conduct fana persem ar general standards of
group objectivityydata qualitytanehd
ethicall behaviarnimondeésitao
* A Codle of Condluct report accurate; completes,

and valid infarmationn
* Doing the right: thiingg nobt

lyiing, @ cheatingg * A highly ethicall approaeihtoo
testing
* Being straightfanwandiand |
honest * Strict adhenence: tovaa
standard of value an condictt
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*Your personal reputatiomandi thesrepuitationobyounr
organizatiom depends upon it

* Decisions we make as dhemists, microbiologists and
laboratany proféssionals affeet thedives obothersranchd
our enviramnmeint:

* Actiing ethicallyycamenrichhyounworklandhomediféfe

*The penalties fan miscandiuct:fonyouamcdyounr
organizatiom can be substantiall

*Why Act Ethically?
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* Improper Practice and Laboratory Fraud

Impreperr Braoticee

* A scientificallyyunsoundiarrtechnicatly wnjustifigdeomissiamn,
manipulatiom orralteration ofqprocedures-arcdata thah bypassesdhehe
requiredi qualityy,comtrobparameters; makingthehresults appearar
acceptable

LaboratanyyBrasadd

X+ The deliberate-falsificationobanalyticat or qualitylity
assurance restilts, where failed! methodireguirements s
are made to appear acceptaldie

X+ The intentionah! recording or nepartingeofincorneet:t
materiall

X+ An intentionah!| gross deviation framm methadi-specified
analyticall practicess combineddvitit thenintentta to
conceal the dewviatiom
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* Areas of Concern

*Data manipulatiam ar-faisicationn
*Failure to follosw\SQOP

é%‘ *Falsifying existing data
A *mproper calitirationranddiverificatioivofof
Instruments;

*nadequate tnaining:
* Inappropriate: dateaentryy
* Incomplete: recardkeeping

*Misrrepresermttatii@n off QC sample results
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* Areas of Concern
(continued)

*Improper manipulatiom offsampless
*Mislabeled samples
*No demonstration off campetenayy

*Improper treatment ob ProfiCienrcyy
samples (sharing, refernall,,etco).)

*Reporting data farsamples not: analyzed
(Dry Labbing)

*Selective use of QC data
* Changing times and dates (Time Travel)

*Unwarranted manipulatiomoffcompuiteer
softwaire:
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* Fabrication

*Creatiing infermatiomthatisinobtrueie %
*Creating data faramanalysis thattwassnatt —~

perfarmed W
*Claiming ownership far wark<performeedyy I}
extermall analysts,, equipmentf oo faciliti€ses

*Cutting and pasting repontssand supponttdétaa

Examples:

)"\Smlb)mmractiirmg PT samples

%Rﬁ@maipgé a0resmtg 0 QC resul ts

)"\Remrrding data before stantingethesprocesss
Q) e



*What is Fraud?

*Fraud is purposeful and intentiomad|

*Fraud is not a mistake or an accident:

*Fraud is an intentional misrepresentationrobtalaldatat a
to hide: known or potential [problemss

*Eraud makes data look bettenthamititealylisjwithith
the intenttadeeceive e

*Sometimes the difference:between fraaddimproperer
practice;, andiam hanestt mistake-isssimphyylaeklobf
proper documentatiom
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*What Are the Penalties for Fraud?

* Suspensioncor lesscof/Accreditation
*Civil Prosecution
*Criminal Prosecution

*Penalties can be up to 5 years im prisom
and/anaa$500,000 fine-

Fraud has zenotolérance @and isis
grounds for immediate=diSanissah |
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* Continue t@ manitorrdadaawitht periodidicheekscanchauditsts

*Provide clear guidance and policies farrethicahbebavioor

*Provide ongoing traiming

* Perform confidentiad investigations ifia prokietaris is
detected!

* Notifyy clientssandctreissue reportssifitidta isinegativelyly
iImpacted

* Eliminate: undiue pressure on analysts

*Provide mechanism for confidintizh repprting obabiisee
withrauttreeriminationn - Whistleblowern Policyy

*Manager & Superyisor
Responsibilities
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*Uphold the ethicss palicyyandiprasctices assdémonsttateddnin
your daily conducit

* Seek help when the proper counse of actiomissunetéasaronr
unknown to you

* Remain alert and sensitive tosituationssthat cauld desulinin
actions by any employee thattare-imppropetrillegalal,
unethical,, arrotherwisedn violatiorof dherethicsipolicyicy
and practices

* Counsel fellow employees when it appears thattthey\arednn
danger of vielatingzthecethics poliCy andpractices:s

* Report violations affthecethics policy and practices:tottheireir
supervisor

*Employee Responsibilities
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*How Do | Know if a Practice is Improper?

*Does it violate: palicyyorrprocecire2? (SOP/QAPP)
*Mom Test d would Mom approve?

*Would an auditor approve?

*Gut check 8 Do | really feellthissiSsrighit??

*Am | doing this so | can leave early?

*Would my Supervisor, Lab Director or

QA Nanagerdisapprove?
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* An Ounce of Prevention

DOCUMENT [IDOCMMEN T DOCUMENT!!

* An outsider should be able tore=-create: the
entine: analytical process; includungdataa
review decisions

- *Talk witthyaurr Supernvisaor, QA/QC Office,
\ Y V Lab Managet, or Lab Director iff yau have:
/\)%:_ﬁfé\“?ﬁﬁ’ﬁ *doubts or questions | "
\/|ELL W *Eollow the mettod/SOP as writteaonrevisee
the SOP asmecessary
*If you miss holding time:arrmakiecaamistakes,
be honest about it - covering it up cam takie
an honest mistake to fraud

e




