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Rule of Thumb: If you wouldn't post it on a public bulletin board, do not put it into a standard artificial intelligence (AI) tool.
This checklist was created by the Association of Public Health Laboratories (APHL) as a starting point for ensuring compliance with HIPPA and other security rules when using AI.
This file can be downloaded and adjusted as needed to suit personal or organizational needs. It may be helpful/necessary to work with your organization’s compliance, IT and other teams to adapt/expand the checklist for use at your laboratory. Non-negotiable Safety Rules
1. Never enter patient names, dates of birth, specimen IDs or any of the 18 HIPAA identifiers into a consumer AI tool.
2. Do not upload raw case reports, line lists or genomic sequence files unless your organization has a signed Business Associate Agreement with the AI provider.
3. Do not use AI output as the final decision in any diagnostic or clinical determination without independent human verification.
4. Confirm with your IT department which AI tools are approved for workplace use before getting started.
Source: NIST AI Risk Management Framework

Definitions
Business Associate Agreement (BAA): A legally binding contract required under HIPAA between a covered entity and a third-party service provider that handles protected health information (PHI) on the covered entity's behalf. A BAA obligates the vendor to safeguard PHI in accordance with HIPAA standards.
Human-in-the-loop (HITL): An operational standard requiring that a qualified human professional reviews, validates and takes responsibility for any AI-generated output before it is used, shared or acted upon.
Protected Health Information (PHI): Any individually identifiable health information as defined under HIPAA, including any of the 18 designated identifiers when linked to health-related data.
Personally Identifiable Information (PII): Any information that can be used to distinguish or trace an individual’s identity, including direct identifiers such as full names, social security numbers, email addresses, and indirect identifiers, such as ZIP codes, birth dates, gender or occupation, which may identify a person when combined with other data.
Learn More
Visit aphl.org/AI for more information and resources to guide the responsible use of AI in public health laboratories.

Pre-input De-identification
Before entering any data into an AI prompt, ensure all 18 HIPAA identifiers are removed:
☐	Names: Full or partial names of patients or their relatives.
☐	Geographic Data: All subdivisions smaller than a state (street address, city, county, precinct or zip code).
☐	Dates: All elements of dates (except year) directly related to an individual (birth date, admission date, discharge date).
☐	Contact Info: Telephone numbers, fax numbers and email addresses.
☐	ID Numbers: Social Security numbers, Medical Record Numbers (MRN) or health plan beneficiary numbers.
☐	Account/Device Data: Account numbers, certificate/license numbers, vehicle identifiers and serial numbers.
☐	Biometrics: Fingerprints, voiceprints or full-face photographic images.
Technical & Platform Security
Verify the environment where the AI is hosted:
☐	Enterprise vs. Consumer: Are you using a "Free/Consumer" version (where data may be used to train future models) or an "Enterprise" version (with data opt-out and encryption)?
☐	Business Associate Agreement (BAA): Does your laboratory or health department have a signed BAA with the AI service provider? (Required for handling PHI).
☐	Data Retention: Have you confirmed that the AI provider does not store your prompts or outputs in a way that is accessible to their staff or other users?
Operational "Human-in-the-loop" Checks
Address concern regarding accuracy:
☐	Fact-check Outputs: Have you verified all technical citations or laboratory values against a primary source (e.g., CDC guidelines, internal SOPs)?
☐	Bias Review: Have you scanned the output for potential demographic bias that could impact public health equity?
☐	Final Attribution: Is the final document clearly marked as "AI-assisted, human-verified" for transparency?
Prohibited High-risk Activities
Unless using a specifically vetted, secure clinical AI environment:
☐	 NO uploading of patient line lists or genomic data containing unique identifiers.
☐	 NO asking AI to "summarize" clinical case notes that haven't been scrubbed.
☐	 NO use of AI for final diagnostic decision-making without independent validation by a qualified scientist.
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