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This template was created by the Association of Public Health Laboratories (APHL) to serve as an initial framework for an overarching internal policy governing the use of artificial intelligence (AI). 
Instructions
Laboratories will need to work with their compliance, IT and other teams to adapt the framework for use at the laboratory. 
Notes have been left as footnotes throughout to provide additional context for reviewers/authors.
Updates needed by your institution prior to dissemination: 
· All colors and branding can be updated via the ‘Styles’ section of the Home tab in the document Ribbon.
· [image: ]Any text [placed within brackets and highlighted] is intended to be updated to reflect your laboraroty or removed, if not needed. 
· The colorOnce these updates have been made, the “Change Me” character style can be deleted to remove the highlights
· Remove this instruction page.
· Remove APHL’s comments in the footnotes.
Learn More
Visit aphl.org/AI for more information and resources to guide the responsible use of AI in public health laboratories.
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Section 1: Purpose & Scope 
Purpose 
This policy establishes the principles, requirements and accountability structure governing the use of Artificial Intelligence (AI) tools by staff of [PHL Name] (Laboratory). It is designed to enable responsible, effective and compliant use of AI technologies in support of the Laboratory's public health mission, while protecting data privacy, ensuring data security and maintaining scientific integrity.
Scope
This policy applies to: 
All Laboratory employees, including full-time, part-time, temporary and contract staff
Fellows, interns, students and volunteers working within Laboratory facilities or systems
Any third-party contractors or consultants who access Laboratory data or systems
All AI tools and platforms, including generative AI, large language models, AI-assisted data analysis tools and AI-enabled productivity software.
This policy applies regardless of whether the AI tool is accessed via a Laboratory-issued device, a personal device or a cloud-based platform. 
Policy Statement 
The Laboratory supports the responsible exploration and adoption of AI technologies that improve efficiency, support the public health mission and enhance staff capacity—provided that such use is consistent with applicable law, ethical principles and this policy. The Laboratory is committed to a Human-in-the-Loop standard: AI tools serve as drafting and support resources; qualified staff remain responsible for all final decisions, outputs and communications.
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For the purposes of this policy, the following terms are defined as follows:
Artificial Intelligence (AI): Computer systems designed to perform tasks that typically require human intelligence, including reasoning, learning, language understanding, pattern recognition and decision support.
Business Associate Agreement (BAA): A legally binding contract required under HIPAA between a covered entity and a third-party service provider that handles protected health information (PHI) on the covered entity's behalf. A BAA obligates the vendor to safeguard PHI in accordance with HIPAA standards.
Consumer AI Tool: A publicly available AI platform accessed without a data use agreement (DUA) or business associate agreement (BAA). Data entered into consumer tools may be used to train future AI models and are not guaranteed to be private or secure.
Data Use Agreement (DUA): A legally binding contract with a third-party service provider that governs how PII is used, disclosed and protected when the third party handles personally identifiable information (PII) on the Laboratory’s behalf.
Enterprise AI Tool: An AI platform provided under a formal organizational contract that includes data privacy protections, data retention controls and—where applicable—a signed DUA or BAA. Enterprise tools are required for any use involving PHI or PII data.
Generative AI: A category of AI that produces new content—text, images, code or data summaries—in response to user inputs (prompts). Examples include large language models such as ChatGPT, Claude, Gemini and Copilot.
Human-in-the-loop (HITL): An operational standard requiring that a qualified human professional reviews, validates and takes responsibility for any AI-generated output before it is used, shared or acted upon.
Protected Health Information (PHI): Any individually identifiable health information as defined under HIPAA, including any of the 18 designated identifiers when linked to health-related data.
Personally Identifiable Information (PII): Any information that can be used to distinguish or trace an individual’s identity, including direct identifiers such as full names, social security numbers, email addresses, and indirect identifiers, such as ZIP codes, birth dates, gender or occupation, which may identify a person when combined with other data.
Risk Tier: A classification system that categorizes AI use cases by the sensitivity of data involved and the level of oversight required, as defined in Section 4 of this policy.
Shadow AI: The use of unapproved, unsanctioned AI tools for work-related tasks without organizational knowledge or oversight. Shadow AI creates significant legal, privacy and quality risks.
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Approved Uses
The following categories of AI use are approved when no PHI or PII is involved, subject to the Risk Tier requirements in Section 4 and the Human-in-the-Loop standard in Section 6:
Drafting and editing Standard Operating Procedures (SOPs) and work instructions from scratch
Summarizing scientific literature, regulatory guidance and public health advisories
Drafting internal communications, meeting agendas and staff announcements
Generating training materials, outlines and competency assessment frameworks
Assisting with instrument troubleshooting using generic, non-patient-linked error data
Summarizing de-identified, aggregate operational or quality metrics
Reviewing and summarizing new or updated regulations and accreditation standards
Drafting corrective action reports using generic, de-identified nonconformance descriptions
Transcribing and summarizing de-identified meeting notes
Supporting strategic planning, policy drafting and leadership communications
[Other – Add]
Prohibited Uses
The Laboratory has a zero-tolerance policy for using AI in the following scenarios:
Entering any of the 18 HIPAA identifiers into any consumer AI tool under any circumstances.
Uploading patient line lists, genomic sequence files, specimen-linked records or case investigation notes into a consumer AI tool.
Using AI-generated output as the sole basis for any diagnostic, clinical or public health decision without independent human verification.
Using any AI tool not included on the Approved Tools List without prior written approval from the Laboratory Director and IT.
Sharing AI-generated outputs externally without human review and AI-assisted attribution.
Using personal AI tool accounts for work-related tasks involving Laboratory data of any sensitivity.
Attempting to circumvent IT security controls or data governance policies through AI tool use.
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All AI use within the Laboratory must be classified according to the following three-tier risk framework before any tool is used. When in doubt, staff must classify upward to the next tier and consult their supervisor.
	Tier
	Data Type
	Permitted Tools
	Examples
	Key Requirement

	TIER 1 – Low Risk
	Non-sensitive, non-patient data. 
No PHI or proprietary identifiers.
	Consumer AI tools permitted after basic training.
	SOP drafting, meeting agendas, literature summaries, training outlines.
	Completion of AI training. 
Human review of all outputs.

	TIER 2 – Moderate
	De-identified aggregate operational data. 
No individual-level identifiers.
	Consumer tools after confirmed de-identification. 
Enterprise preferred.
	QC trend summaries, workload analytics, regulatory review.
	Supervisor approval. 
Verify de-identification. 
Human review before distribution.

	TIER 3 – High Risk
	PHI, PII or other sensitive data. 
Any of the 18 HIPAA identifiers or sensitive or confidential data present.
	Consumer tools PROHIBITED.
Enterprise platforms with signed BAA only.
	Patient line lists, genomic sequences, specimen-linked records.
	Signed BAA or DUA. 
Director approval. 
Enterprise platform only. 
Full HITL documentation.


The De-identification Test: Ask Before Every Use
Does this data include any patient names, dates, specimen IDs, MRNs, addresses or other individual identifiers? If yes: Tier 3. Stop. Use enterprise tools only.
Is this data linked to individuals even if names are removed? If yes: Tier 3.
Is this aggregate data with no individual-level detail? If yes: Tier 2 minimum.
Does this involve no patient data whatsoever? If yes: Tier 1 may be appropriate.

[bookmark: _Toc224700542][bookmark: _Toc242091588]Section 5: Data Privacy and the Protection of PHI and PII[footnoteRef:1] [1:  Many states have passed laws or issued regulations regarding the protection of PII, so PHLs will need to work with their compliance teams to ensure that this section covers the jurisdiction-specific requirements. ] 

HIPAA Requirements and PII Protections
When the Laboratory performs clinical testing on individuals or is analyzing patient data or specimens, the Laboratory may serve as a covered entity or a business associate of a covered entity under HIPAA. In these instances, all staff must comply with the HIPAA Privacy Rule and Security Rule in all AI-related activities. 
Whenever the Laboratory is working with data that contains PII, Laboratory staff must comply with applicable PII protections in the jurisdiction. 
Whenever PHI or PII are involved, the following requirements apply:
1. No consumer AI tool may be used with PHI or PII data under any circumstances.
2. Any enterprise AI tool used with PHI must be covered by a signed BAA executed between the Laboratory and the AI vendor prior to use.
3. Any enterprise AI tool used with PII must be covered by a signed DUA or similar agreement executed between the Laboratory and the AI vendor prior to use.
4. Staff must complete a de-identification check using the checklist in Appendix A before entering any data into an AI tool.
5. Accidental entry of PHI into an AI tool must be reported immediately to the Privacy Officer as a potential unauthorized disclosure of PHI or a HIPAA breach.
6. Accidental entry of PII into an AI tool must be reported immediately to the Privacy Officer to ensure compliance with applicable data protection requirements.HIPAA Identifiers: Quick Reference
The following 18 categories of information must never be entered into a consumer AI tool:
· Names (full or partial) of patients, relatives or household members
· Geographic data smaller than state level (street address, city, county, ZIP code)
· All dates (except year) directly related to an individual (birth date, admission, discharge, death)
· Contact information (telephone numbers, fax numbers, email addresses, etc.)
· Social Security numbers and Medical Record Numbers (MRNs)
· Health plan beneficiary numbers and account numbers
· Certificate and license numbers; vehicle and device identifiers
· Web URLs and IP addresses
· Biometric identifiers: fingerprints, voiceprints
· Full-face photographs and comparable images
· Any other unique identifying number, characteristic or code

BAA Requirements
Before any enterprise AI tool is used with PHI data (Tier 3), the following must be completed and documented:
1. IT and Legal either provide the AI vendor with the jurisdiction’s BAA template or review and approve of the AI vendor’s proposed BAA for the specific service being used.
2. A BAA is executed between [Laboratory / Parent Agency] and the AI vendor.
3. The tool is added to the Approved Tools List at Tier 3 with the BAA effective date noted.
4. Staff authorized to use the tool receive Tier 3-specific training before access is granted.
DUA Requirements[footnoteRef:2] [2:  Depending on a jurisdiction’s requirements, all use cases involving PII may not require a DUA or similar agreement.] 

Before any enterprise AI tool is used with PII data (Tier 3), the following must be completed and documented:
1. IT and Legal confirm that a DUA or similar agreement is needed with the AI vendor for the specific service being used and, if required, review and approve of the terms of the proposed DUA.
2. Whenever required, a DUA is executed between [Laboratory / Parent Agency] and the AI vendor.
3. The tool is added to the Approved Tools List at Tier 3 with the DUA effective date noted.
4. Staff authorized to use the tool receive Tier 3-specific training before access is granted.
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Core Principle
AI tools are drafting and support resources. They do not replace professional judgment, scientific expertise or human accountability. All AI-generated outputs are considered preliminary drafts until reviewed and verified by a qualified staff member.
HITL Requirements by Output Type
· SOP or procedural documents: Subject matter expert review and comparison against primary source. Reviewer name, date, and AI-assisted attribution required in document footer.
· Regulatory or legal summaries: Verification against primary regulatory text (CFR, CDC, CLSI). Primary source consulted and verification date must be noted.
· Data summaries or analytics: QA Manager review of calculations and narrative. Primary data source cited in QMS documentation.
· Corrective action reports: QA Manager sign-off before submission. CAR file notation with human reviewer identified.
· Staff communications: Supervisor or director review before distribution.
· Training materials: Subject matter expert content verification before delivery.
· [Add more]
Attribution Standard
Any document drafted with AI assistance must include the following notation before distribution:
This document was drafted with AI assistance and has been reviewed and verified by [Name / Role] on [Date].
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Only AI tools appearing on the Laboratory's current Approved Tools List may be used for work-related activities. The list is maintained by [IT Department / QA Manager] and reviewed every six months.
	Tool / Platform
	Approved Tier(s)
	Conditions of Use
	BAA or DUA Available?
	Last Reviewed

	[Tool Name]
	Tier 1 and 2
	Training required. 
De-identification confirmed before use.
	No – consumer version
	[Date]

	[Enterprise Tool]
	Tier 1, 2 and 3
	BAA or DUA executed. 
Enterprise login required. 
Director approval for Tier 3.
	Yes – BAA or DUA on file
	[Date]



To request addition of a new tool, staff must submit a Tool Review Request to [designated contact] including: tool name and vendor, intended use case, data types to be entered, and BAA or DUA availability if Tier 2 or 3 use is anticipated.
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Responsible AI use is a shared obligation across all roles. The matrix below defines minimum responsibilities by role.
	Responsibility
	All Staff
	Supervisors
	QA Manager
	Lab Director / IT

	Complete required AI training before first use
	Yes
	Yes
	Yes
	Yes

	Follow Risk Tier classification for all AI tool use
	Yes
	Yes
	Yes
	Yes

	Verify AI-generated outputs before use or distribution
	Yes
	Yes
	Yes
	Yes

	Report AI incidents to designated contact
	Yes
	Yes
	Yes
	Yes

	Model responsible AI use and support staff questions
	-
	Yes
	Yes
	Yes

	Approve Tier 2 data use requests
	-
	Yes
	Yes
	Yes

	Maintain AI output documentation and QA records
	-
	-
	Yes
	Yes

	Review and update Approved Tools List (every six months)
	-
	-
	Yes
	Yes

	Approve Tier 3 / PHI or PII use cases
	-
	-
	-
	Yes

	Execute and maintain BAA agreements with AI vendors
	-
	-
	-
	Yes

	Communicate organizational AI stance to all staff
	-
	-
	-
	Yes

	Designate lab AI Point of Contact[footnoteRef:3] [3:  AI Point of Contact: Each laboratory must designate at least one staff member as the AI Point of Contact (AI-POC). The AI-POC serves as the first point of contact for staff questions, tool approval requests and incident reports.] 

	-
	-
	-
	Yes
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Required Training Before First Use
No staff member may use any AI tool for work-related activities until they have completed the Laboratory's foundational AI training, covering at a minimum:
What AI is and how generative AI tools work
The Risk Tier classification framework and how to apply it
Data privacy and data protection requirements, including, when applicable, HIPAA requirements and the 18 HIPAA identifiers
The de-identification checklist (Appendix A)
The Human-in-the-Loop standard and attribution requirements
How to report an AI-related incident
Overview of approved tools and prohibited activities
[Add more]
Training completion must be documented in the Laboratory's training records system before AI tool access is granted.
Annual Refresher
All staff who use AI tools must complete an annual refresher training to be updated as new tools, regulations, and organizational guidance emerge. The refresher must be completed within [30/60] days of the policy's annual review date.
Recommended Resources
[Organization-specific training modules as developed]
[Any state or city level AI regulation or policy document]
NIST AI Risk Management Framework (AI RMF 1.0)
APHL AI Prompt Library for PHLs
APHL PHI/HIPAA Data Protection Safeguard Checklist for AI Use
Prompt Engineering Documentation
[Add more]
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What Constitutes an AI Incident
Staff must promptly report any of the following to the designated AI point of contact or privacy officer:
Accidental entry of PHI, PII or any HIPAA identifier into a consumer AI tool
Discovery that a colleague is using an unapproved AI tool for work purposes (Shadow AI)
AI-generated output containing fabricated citations or significant factual errors that were acted upon
Evidence of AI output bias that may have affected a public health decision or communication
Any AI tool breach, unauthorized access, or data exposure notification from a vendor
Reporting Process
Report the incident to the designated AI Point of Contact or Privacy Officer within [24 hours / 1 business day] of discovery.
Complete the AI Incident Report Form [link/location].
Do not delete or alter any prompts, outputs, or system logs related to the incident.
If PHI may have been disclosed, the Privacy Officer will initiate HIPAA breach assessment procedures.
If PII may have been disclosed, the Privacy Officer will initiate the appropriate breach assessment procedures.
The Laboratory Director will be notified of all Tier 3-related incidents within [24 hours].Non-punitive Reporting Culture
The Laboratory is committed to a just and learning culture around AI incident reporting. The goal of reporting is organizational learning and risk reduction—not punishment for good-faith mistakes.
Staff who proactively report AI incidents in good faith will not face disciplinary action for the underlying mistake, provided they follow this policy's reporting procedures.
Deliberate or repeated policy violations, or failure to report known incidents, may result in disciplinary action.
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Ethical Principles
The Laboratory's use of AI must align with the following core ethical principles, consistent with the public health mission:
· Equity: AI tools must not be used in ways that could introduce or amplify bias affecting health outcomes for underserved or marginalized populations.
· Transparency: The Laboratory will be open with staff, partners and the public about when and how AI tools are used. AI-assisted outputs will be attributed as such.
· Accountability: Human professionals remain accountable for all decisions and outputs—regardless of whether AI was used in their preparation.
· Non-maleficence: AI tools will not be used in any way that could foreseeably harm patients, communities, staff, or the public health mission.
· Privacy: Patient and community privacy is a non-negotiable foundation of all AI use. HIPAA and applicable data protection compliance are the floor, not the ceiling.
Governance Structure
· Laboratory Director: Final authority on AI policy, tool approvals, and Tier 3 use cases.
· AI Point of Contact: Day-to-day coordination, training facilitation, incident first response.
· QA Manager: Ensures AI use is documented in the QMS; monitors HITL compliance.
· IT Department: Maintains Approved Tools List; manages BAA documentation; enforces technical controls.
· Legal / General Counsel: Reviews policy annually; advises on regulatory compliance and BAA/DUA requirements.
· All Staff: Accountable for their own compliance with this policy.
Policy Review and Updates
This policy will be reviewed annually, at minimum. An expedited review will be triggered by: significant new federal or state AI regulations; a major AI tool incident within the Laboratory or a peer organization; introduction of a new AI tool category not covered by the current Risk Tier framework; or changes to applicable data protection regulations or HIPAA or CLIA requirements that affect AI-related data handling.
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Regulatory and Legal References
Health Insurance Portability and Accountability Act (HIPAA), 45 CFR Parts 160 and 164
Clinical Laboratory Improvement Amendments (CLIA), 42 CFR Part 493
NIST AI Risk Management Framework (AI RMF 1.0), National Institute of Standards and Technology, 2023
Executive Order on Safe, Secure, and Trustworthy Artificial Intelligence (EO 14110), October 2023
[Applicable state-level AI or data governance regulations]
APHL Resources
All AI-related APHL resources can be found on the AI in Public Health Laboratories webpage, including:
2025 APHL Survey Report: Understanding Artificial Intelligence in Public Health Laboratories 
APHL PHI/HIPAA Data Safeguard Checklist for AI Use
APHL AI Prompt Library for PHL staff
APHL 30-Day AI Adoption Roadmap Worksheet
Internal Related Documents
[Laboratory Information Security Policy]
[Data Governance and Records Management Policy]
[HIPAA Privacy and Security Policies and Procedures]
[Staff Competency Assessment and Training Policy]
[Quality Management System – Nonconformance and Corrective Action Procedures]
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[bookmark: _Toc242091597]Appendix: Pre-use De-identification Checklist
Complete this checklist before entering any data into an AI tool. If any item is checked No or Unsure, reclassify to the next higher risk tier before proceeding.
	Pre-Use Check
	Yes
	No
	Unsure

	All patient names and family member names have been removed
	☐	☐	☐
	All geographic data smaller than state level has been removed
	☐	☐	☐
	All dates (except year) directly related to individuals have been removed
	☐	☐	☐
	All telephone numbers, fax numbers and email addresses have been removed
	☐	☐	☐
	All SSNs, MRNs, and health plan numbers have been removed
	☐	☐	☐
	All account numbers and device identifiers have been removed
	☐	☐	☐
	All biometric identifiers have been removed
	☐	☐	☐
	No individual could be re-identified from the remaining data
	☐	☐	☐
	The AI tool to be used is on the Approved Tools List
	☐	☐	☐
	The AI tool approved tier covers the data I am entering
	☐	☐	☐
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