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Innovations in Informatics: Laboratory Success Stories

Contributor: Donny Dila, Business Systems Analyst, Fairfax County Public Health Laboratory

Shifting a laboratory’s entire data management structure to the cloud
is not a simple task, yet public health is investing in cloud solutions
because the cloud offers a secure environment, potential cost savings,
adaptability and new toolkits. Here is the story of how the Fairfax
County Public Health Laboratory in Virginia moved to the cloud.

The situation

Before adopting a cloud solution, Fairfax County faced multiple operational
limitations and challenges. The laboratory needed a secure, scalable and
flexible data management system that could meet stringent security and
compliance standards, accommodate increased data volumes and stream-
line workflows for a diverse user base. Challenges included ensuring HIPAA
compliance, reducing manual data entry and managing high volumes of
data efficiently within the constraints of the county’s network infrastruc-
ture. Furthermore, the laboratory needed approval from central IT, which
required clear demonstration of the cloud’s technical and security benefits.

The solution

To overcome these challenges, Fairfax County migrated its infrastructure to
Oracle Cloud Infrastructure (OCl). OCI provides enhanced storage, secure
access controls and a scalable environment adaptable to changing de-
mands. The data is owned by Fairfax County, while the hosting is managed
by Oracle's external cloud infrastructure. Security is maintained using a
VPN, allowing data to be safely accessed while leveraging external cloud
servers. This shift enables seamless data distribution and integration with
external partners, significantly improving the laboratory’s capacity and flexi-
bility. By utilizing OCI, the laboratory can mitigate previous network limita-
tions and build a robust system for its data management needs.

The scalability and flexibility of OCI enable the laboratory to handle higher
data throughput as demands grow. These enhancements streamline inter-
nal operations and bolster the laboratory's ability to support public health
efforts by ensuring reliable, efficient and secure data management. Moreo-
ver, OClI's cloud-based solution proves more cost-effective compared to
traditional in-house systems, providing a future-ready platform that balanc-
es performance and affordability.
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Impact

e Cost Savings
o Safeguarding patient data
e Protecting patient privacy

e Ready for high volume testing
during outbreaks

The implementation of OCI at Fairfax
County will bring transformative im-
provements to data management,
security and operational efficiency.

With virtually unlimited storage, the
laboratory can meet current data de-
mands while accommodating future
growth. This capability supports high-
throughput workflows like genomic
sequencing and real-time surveil-
lance, improving operational efficien-
cy and readiness for public health
emergencies.

Key advancements strengthen cyber-
security and ensure compliance with
HIPAA and CLIA standards:

¢ Single sign-on and VPN technology

e Subnet mapping and controlled ma-
chine configurations

These measures safeguard data in-
tegrity and confidentiality while provid-
ing a scalable framework that adapts
to evolving threats and regulations.
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Reflections

Collaboration

Securing approval from multiple decisionmakers (IT, Financial,
Procurement and Legal) was crucial. Building trust and aligning
goals across departments enabled the laboratory to make a strong
case for migration and foster collaboration. Successful migration
required a foundation of partnership and trust between the labora-
tory, the vendor, IT and service providers. Clear communication
and strong relationships were fundamental to overcoming chal-
lenges and ensuring alignment of goals.

Challenges

Navigating the approval process required addressing numerous
technical aspects and proving the benefits of cloud migration,
which was time-intensive but essential to success. An important
consideration raised was the potential divergence in security re-
quirements between the laboratory and the vendor. If such a situa-
tion were to arise, liability would rest with the laboratory, potential-
ly requiring a decoupling from the vendor and a rebuild of the solu-
tion. This challenge underlines the criticality of establishing strong
contractual agreements and shared security standards.

Suggestions for others

Laboratories considering cloud migration should assess their pri-
mary goals and identify other laboratories with similar experienc-
es. Understanding data governance, scalability and compliance in
a cloud environment is key to a successful transition. A crucial
element to the success of this migration was having a central coor-
dinator to manage the transition and implementation.

Share your laboratories’ success stories!

Help us reveal what the public health community stands to lose without dedicated and long-term sup-
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Up next

The Fairfax County Public Health Labora-
tory will continue optimizing its OCl-based
infrastructure, exploring ways to further
enhance data security and operational
scalability. By expanding partnerships
and continuing to build data resilience,
the laboratory aims to set a precedent for
efficient cloud-based operations in public
health laboratories.

The laboratory is currently in a high state
of operational readiness. The current fo-
cus is on completing the mapping of sub-
nets and machine configurations, fol-
lowed by firewall confirmations before full
handover to laboratory operations. Cloud
migration showcases the power of innova-
tive, scalable infrastructure in advancing
public health informatics.

The next phase will involve integrating OCI
with Azure to create a data lake, enabling
greater data availability across state lev-
els. Additionally, Fairfax County has the
goal to further enhance data sharing col-
laborative efforts with local and state
partners, to position itself for readiness
for upcoming TEFCA requirements.

Ready for others to meet them where
they are.

port. Share your story with APHL by scanning the QR code or visiting bit.ly/Lab-Informatics.

The Innovations in Informatics: Laboratory Success Stories series from the Association of Public Health Laboratories
(APHL) showcases innovations and enhancements in informatics. It highlights the critical need for ongoing, targeted
and sustainable informatics funding, while celebrating the progress that has been made.
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